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The Honorable Janet Yellen
Secretary

U.S. Department of the Treasury
1500 Pennsylvania Avenue NW
Washington, D.C. 20220

Dear Secretary Yellen:

I am writing regarding the Treasury Department’s (Treasury’s) comprehensive review of the
risks and opportunities presented by the proliferation of the digital asset market, which “will
highlight the economic danger of cryptocurrencies in several key areas, including the fraud risks
they pose for investors.”! It is crucial that Treasury “create the analytical basis for very strong
oversight of this sector of finance”? because cryptocurrency poses grave risks to investors and to
the economy as a whole.

For well over a year, | have been ringing the alarm on the many threats posed by the crypto
market, which demand a coordinated, cohesive response from the Treasury Department and other
financial regulators.® I am deeply concerned by the volatility of the cryptocurrency market and

! The Washington Post, “Treasury will warn White House that crypto needs major regulations,” Jeff Stein and Tory
Newmyer, September 8, 2022, https://www.washingtonpost.com/us-policy/2022/09/08/treasury-crypto-warn-white-
house/.

21d.

3 Letter from Senators Warren, Durbin, Whitehouse, and Sanders to Acting Comptroller of the Currency Hsu,
August 10, 2022,

https://www.warren.senate.gov/imo/media/doc/2022.08.10%20L etter%20t0%200CC%20re%20crypto%20guidance
.pdf; Letter from Senators Warren, Whitehouse, Markey, and Merkley, and Representatives Huffman and Tlaib to
Environmental Protection Agency Administrator Regan and Energy Secretary Granholm, July 15, 2022,
https://www.warren.senate.gov/imo/media/doc/2022.07.15%20L etter%20to%20EP A%20and%20DOE%20Re%20C
ryptomining%20Environmental%20Impacts.pdf; Letter from Senator Warren to Fidelity Investments CEO Abigail
Johnson, May 4, 2022,
https://www.warren.senate.gov/imo/media/doc/2022.05.04%20Send%20letter%20to%20Fidelity%20re%20401 (k)%
20Bitcoin%20investments.pdf; Letter from Senators Warren, Warner, Brown, and Reed to Treasury Secretary
Yellen, March 2, 2022,

https://www.warren.senate.gov/imo/media/doc/2022.03.01%20L etter%20t0%20Treasury%20re%200FAC%20crypt
0%20sanctions%20enforcement.pdf; American Banker, “Warren: CFPB should take a closer look at overdraft fees,
crypto,” Hannah Lang, July 19, 2021, https://www.americanbanker.com/news/warren-cfpb-should-take-a-closer-
look-at-overdraft-fees-crypto; Letter from Senator Warren to Securities and Exchange Commission Chair Gensler,
July 7, 2021,

https://www.warren.senate.gov/imo/media/doc/Draft%20SE C%20Crypto%20Exchange%20L etter%2007.7.2021%2
Oclean.pdf; Remarks from Senator Warren to the U.S. Senate Banking, Housing, and Urban Affairs Committee’s
Subcommittee on Economic Policy, June 9, 2021, https://www.banking.senate.gov/newsroom/majority/at-hearing-
warren-delivers-remarks-on-digital-currency; Letter from Senators Warren, Whitehouse, Merkley, Hassan, and
Markey, and Representatives Porter, Tlaib, and Huffman to Riot Blockchain, Inc. CEO Jason Les, January 27, 2022,
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the inadequate regulatory environment in which crypto scams, fraud, theft, and evasion continue
to run rampant and mom-and-pop investors’ savings have evaporated.* Cryptocurrency threatens
our climate, our economy, and consumers while damaging national security by undermining
sanctions regimes against foreign enemies. Attached to this letter, you will find copies of nine
crypto-focused oversight letters | have sent over the past two years.® | hope you will take them
into consideration as you continue to develop a strong regulatory strategy around the crypto

https://www.warren.senate.gov/imo/media/doc/2022.01.27%20L etters%20t0%20Cryptominers.pdf; Letter from
Senators Warren, Whitehouse, Merkley, Hassan, and Markey, and Representatives Porter, Tlaib, and Huffman to
Marathon Digital Holdings CEO Fred Thiel, January 27, 2022,
https://www.warren.senate.gov/imo/media/doc/2022.01.27%20L etters%20t0%20Cryptominers.pdf; Letter from
Senators Warren, Whitehouse, Merkley, Hassan, and Markey, and Representatives Porter, Tlaib, and Huffman to
Stronghold Digital Mining Co-Chairman and CEO Gregory Beard, January 27, 2022,
https://www.warren.senate.gov/imo/media/doc/2022.01.27%20L etters%20to%20Cryptominers.pdf; Letter from
Senators Warren, Whitehouse, Merkley, Hassan, and Markey, and Representatives Porter, Tlaib, and Huffman to
Bitdeer General Manager — North America Stephanie Xia, January 27, 2022,
https://www.warren.senate.gov/imo/media/doc/2022.01.27%20L etters%20t0%20Cryptominers.pdf; Letter from
Senators Warren, Whitehouse, Merkley, Hassan, and Markey, and Representatives Porter, Tlaib, and Huffman to
Bitfury Group CEO Brian Brooks, January 27, 2022,
https://www.warren.senate.gov/imo/media/doc/2022.01.27%20L etters%20t0%20Cryptominers.pdf; Letter from
Senators Warren, Whitehouse, Merkley, Hassan, and Markey, and Representatives Porter, Tlaib, and Huffman to Bit
Digital CEO Bryan Bullett, January 27, 2022,

https://www.warren.senate.gov/imo/media/doc/2022.01.27%20L etters%20to%20Cryptominers.pdf; Letter from
Senator Warren to Greenridge Generation Holdings, Inc. CEO Jeffrey Kirt, December 2, 2021,
https://www.warren.senate.gov/imo/media/doc/2021.12.2.%20L etter%20t0%20Greenidge%20Generation%200n%2
OCrypto.pdf; Letter from Senator Warren to Treasury Secretary Yellen, July 26, 2021,
https://www.warren.senate.gov/imo/media/doc/FSOC%20Crypto%20L etter%2007.26.2021.pdf.

4 The New York Times, “Crypto Crash Widens a Divide: ‘Those With Money Will End Up Being Fine,”” David
Yaffe-Bellany, June 29, 2022, https://www.nytimes.com/2022/06/29/technology/crypto-crash-divide.html.

> Letter from Senators Warren, Durbin, Whitehouse, and Sanders to Acting Comptroller of the Currency Hsu,
August 10, 2022,

https://www.warren.senate.gov/imo/media/doc/2022.08.10%20L etter%20t0%200CC%20re%20crypto%20guidance
-.pdf; Letter from Senators Warren, Whitehouse, Markey, and Merkley, and Representatives Huffman and Tlaib to
Environmental Protection Agency Administrator Regan and Energy Secretary Granholm, July 15, 2022,
https://www.warren.senate.gov/imo/media/doc/2022.07.15%20L etter%20to%20EP A%20and%20DOE%20Re%20C
ryptomining%20Environmental%20Impacts.pdf; Letter from Senator Warren to Fidelity Investments CEO Abigail
Johnson, May 4, 2022,
https://www.warren.senate.gov/imo/media/doc/2022.05.04%20Send%20letter%20t0%20Fidelity%20re%20401 (k)%
20Bitcoin%20investments.pdf; Letter from Senators Warren, Warner, Brown, and Reed to Treasury Secretary
Yellen, March 2, 2022,

https://www.warren.senate.gov/imo/media/doc/2022.03.01%20L etter%20t0%20Treasury%20re%200FAC%20crypt
0%20sanctions%20enforcement.pdf; Letter from Senator Warren to Securities and Exchange Commission Chair
Gensler, July 7, 2021,

https://www.warren.senate.gov/imo/media/doc/Draft%20SE C%20Crypto%20Exchange%20L etter%2007.7.2021%2
Oclean.pdf; Letter from Senators Warren, Whitehouse, Merkley, Hassan, and Markey, and Representatives Porter,
Tlaib, and Huffman to Crypto Mining Companies, January 27, 2022,
https://www.warren.senate.gov/imo/media/doc/2022.01.27%20L etters%20to%20Cryptominers.pdf; Letter from
Senator Warren to Greenridge Generation Holdings, Inc. CEO Jeffrey Kirt, December 2, 2021,
https://www.warren.senate.gov/imo/media/doc/2021.12.2.%20L etter%20t0%20Greenidge%20Generation%200n%2
OCrypto.pdf; Letter from Senator Warren to Treasury Secretary Yellen, July 26, 2021,
https://www.warren.senate.gov/imo/media/doc/FSOC%20Crypto%20L etter%2007.26.2021.pdf; Letter from
Senators Warren and Reed to Office of Financial Research Director Dino Falaschetti, January 14, 2022,
https://www.warren.senate.gov/oversight/letters/warren-reed-urge-ofr-director-falaschetti-to-step-up-and-use-tools-
granted-by-congress-to-help-protect-consumers-and-the-economy.
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market.

I urge you to take steps, both in your capacity as Treasury Secretary and as Chair of the Financial
Stability Oversight Council (FSOC or the Council), to protect the integrity of the American
sanctions regime, reduce the effects of climate change and the burden on our energy
infrastructure, ensure the safety and stability of our financial system, and protect consumers and
investors.

Crypto Poses National Security Risks
Sanctions Evasion and Illicit Finance

In March 2022, colleagues and | wrote to you expressing our concern that “criminals, rogue
states, and other actors may use digital assets and alternative payment platforms... to hide cross-
border transactions for nefarious purposes.”® During the Senate Banking, Housing, and Urban
Affairs (BHUA) Committee’s hearing on Federal Reserve Chair Powell’s Semiannual Monetary
Policy Report to Congress in March 2022, | noted that “[c]rypto takes the sting out of
sanctions.”’ That same month, colleagues and | introduced the Digital Assets Sanctions
Compliance Enhancement Act of 2022, which would close potential avenues for evasion of
sanctions by Russian actors using digital assets.® When Chainalysis co-founder Jonathan Levin
told me during another hearing that using a crypto mixing service “doesn’t make it harder to
track the money,” | called him out on the falsehood.® Treasury’s Office of Foreign Assets
Control (OFAC) must develop strong enforcement procedures with the capacity to effectively
monitor and prevent sanctions evasion.

In the past six months alone, numerous reports of crypto-facilitated illicit finance and sanctions
violations have surfaced, including:

e That hacking crypto platforms has become a major source of revenue for North Korea,
earning the country nearly one billion dollars through June of this year.° The thefts
“were aimed at funding North Korea’s nuclear weapons programme.”*! Indeed, the

& Letter from Senators Warren, Warner, Brown, and Reed to Treasury Secretary Yellen, March 2, 2022,
https://www.warren.senate.gov/imo/media/doc/2022.03.01%20L etter%20t0%20T reasury%20re%200FAC%20crypt
0%20sanctions%20enforcement.pdf.

7 Senator Elizabeth Warren, “At Hearing, Senator Warren Says ‘Crypto Takes the Sting Out of Sanctions’ and Calls
for ‘Cracking Down on Crypto’ to Hold Russia Accountable for its Aggression,” press release, March 3, 2022,
https://www.warren.senate.gov/newsroom/press-releases/at-hearing-senator-warren-says-crypto-takes-the-sting-out-
of-sanctions-and-calls-for-cracking-down-on-crypto-to-hold-russia-accountable-for-its-aggression.

8 Digital Asset Sanctions Compliance Enhancement Act of 2022, S.3867, https://www.congress.gov/bill/117th-
congress/senate-bill/386.

% Senator Elizabeth Warren, “At Hearing, Warren Warns Putin and Russian Elites Could Use Crypto to Hide Their
Wealth and Evade Economic Sanctions,” press release, March 17, 2022,
https://www.warren.senate.gov/newsroom/press-releases/at-hearing-warren-warns-putin-and-russian-elites-could-
use-crypto-to-hide-their-wealth-and-evade-economic-sanctions.

10 The New York Times, “How North Korea Used Crypto to Hack Its Way Through the Pandemic,” Choe Sang-Hun
and David Yaffe-Bellany, June 30, 2022, https://www.nytimes.com/2022/06/30/business/north-korea-crypto-
hack.html.

11 Reuters, “How crypto giant Binance became a hub for hackers, fraudsters and drug traffickers,” Angus Berwick
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United Nations reported in February that “[b]etween 2020 and mid-2021 cyber attackers
stole more than $50m of digital assets” and that the funds are an “important revenue
source” for the nation’s nuclear and ballistic missile program;*?

e Russian Prime Minister Mikhail Mishustin signaled in August 2020 that Russia would
move to accept digital assets for imports and exports, remarking that the adoption of such
assets “can guarantee uninterrupted payment for the supply of goods from abroad and for
export;”

e RenBridge, a cross-chain bridge that allows users to move from one blockchain to
another, has been used to launder over $540 million in cryptocurrencies, including those
stolen by Russia-linked ransomware operations and hackers affiliated with North
Korea;*

e The virtual currency mixer Tornado Cash—which has now been sanctioned by OFAC—
has been used to launder over $7 billion in virtual currency since 2019;%

e Kraken, a crypto exchange, is “suspected of violating U.S. sanctions by allowing users in
Iran and elsewhere to buy and sell digital tokens;”*®

e The Office of the Comptroller of the Currency (OCC) announced in April 2022 that
Anchorage Digital Bank, one of the three crypto companies granted a national trust bank
charter, “failed to adopt and implement a compliance program” with the Bank Secrecy
Act and other anti-money laundering rules, “including, in particular, internal controls for
customer due diligence and procedures for monitoring suspicious activity, BSA officer
and staff, and training.”*’

I commend Treasury for the enforcement actions it has brought thus far against cryptocurrency
industry participants, as in the case of Tornado Cash.!® | encourage you to continue to take
strong enforcement action, including in your assessment of penalties in cases where a company
has not self-disclosed apparent violations or delayed implementation of sanctions policies and
procedures.'® As OFAC noted in an October 2021 guidance, “members of the virtual currency

and Tom Wilson, June 6, 2022, https://www.reuters.com/investigates/special-report/fintech-crypto-binance-
dirtymoney/.

12 BBC News, “North Korea: Missile programme funded through stolen crypto, UN report says,” February 6, 2022,
https://www.bbc.com/news/world-asia-60281129.

13 Cointelegraph, “Russian PM takes cue from Iran’s crypto payment permits for imports,” Helen Partz, August 30,
2022, https://cointelegraph.com/news/russian-pm-takes-cue-from-iran-s-crypto-payment-permit-for-imports.

14 Elliptic Connect, “Cross-chain Crime: More Than Half a Billion Dollars has Been Laundered Through a Cross-
chain Bridge,” August 10, 2022, https://hub.elliptic.co/analysis/cross-chain-crime-more-than-half-a-billion-dollars-
has-been-laundered-through-a-cross-chain-bridge.

15 U.S. Department of the Treasury, “U.S. Treasury Sanctions Notorious Virtual Currency Mixer Tornado Cash,”
press release, August 8, 2022, https://home.treasury.gov/news/press-releases/jy0916.

16 The New York Times, “Kraken, a U.S. Crypto Exchange, Is Suspected of Violating Sanctions,” Ryan Mac and
David Yaffe-Bellany, July 26, 2022, https://www.nytimes.com/2022/07/26/technology/kraken-crypto-
iran.htmi#:~:text=Kraken%2C%200ne%200f%20the%20world's,with%20knowledge%200f%20the%20inquiry.

17 Consent Order issued by the Office of the Comptroller of the Currency against Anchorage Digital Bank, April 21,
2022, https://www.occ.gov/static/enforcement-actions/ea2022-010.pdf.

18 U.S. Department of the Treasury, “U.S. Treasury Sanctions Notorious Virtual Currency Mixer Tornado Cash,”
press release, August 8, 2022, https://home.treasury.gov/news/press-releases/jy0916.

19 U.S. Department of Treasury, “OFAC Enters Into $507,375 Settlement with BitPay, Inc. for Apparent Violations
of Multiple Sanctions Programs Related to Digital Currency Transactions,” Enforcement Release, February 18,
2021, https://home.treasury.gov/system/files/126/20210218 bp.pdf.
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industry implement OFAC sanctions policies and procedures months, or even years, after
commencing operations... expos[ing] virtual currency companies to a wide variety of potential
sanctions risks.”?° When Marathon Digital, a crypto mining company, announced it would refuse
to process transactions involving crypto wallets that appeared on OFAC’s Specially Designated
Nationals and Blocked Persons List,?* the company received backlash because, according to
Marathon CEO Fred Thiel, some industry members are “against the whole concept of doing
anything that has anything to do with financial regulatory compliance or government
regulation.”?? Ultimately, Marathon terminated the sanctions-compliant policy under industry
pressure.?

In recent years, OFAC has become increasingly reliant upon voluntary self-disclosure from
sanctions violators for enforcement, with one report concluding that 67% of enforcement cases
during the Trump administration were prompted by self-disclosure.?* However, this model
appears to be ill-suited for enforcing sanctions compliance in the cryptocurrency industry,
particularly given the current weakness of the industry’s compliance programs. As you develop
the foundations of a strong regulatory framework for this market, | urge you to consider stronger
alternatives to this self-disclosure model.

Cryptomining Exacerbates Environmental Risks

Over a third of the global computing power dedicated to mining Bitcoin is now drawn from
miners — or highly-specialized and power-intensive computers® — in the U.S.% As the nation’s
share of miners has increased, so too has the amount of energy they consume.?’

Bitcoin’s estimated annualized global power consumption had increased nearly four-fold
between the beginning of 2019 and mid-June 2022 to as high as 130 TWh, rivaling the total
annual electricity usage of countries such as the Netherlands, Finland, Chile, and Denmark, and
reportedly exceeding the total reductions in greenhouse gas emissions attributed to electric
vehicles.?® The total annual global electricity consumption associated with just the two largest
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cryptocurrencies by market capitalization, Bitcoin and Ethereum, has been estimated to be as
high as 300 TWh in May 2022, comparable to the annual electricity usage of the United
Kingdom.?®

Rising Energy Costs

The sheer volume of energy used by cryptomining operations and carbon dioxide emitted by
those operations is cause for alarm. Over the past few months, hardly any part of our country has
been spared from scorching heat or flood warnings.*® And yet, at a time when many Americans
are facing already-high cooling and heating costs,3 cryptomining facilities” energy consumption
IS causing significant increases in energy costs for many residents and small businesses.

Cryptomining in the city of Plattsburgh, New York heavily contributed to residential electricity
bills that were “up to $300 higher than usual” in the winter of 2018, leading the city to introduce
the nation’s first 18-month moratorium on new cryptomining operations.3? A 2021 study
estimates that “the power demands of cryptocurrency mining operations in upstate New York
push up annual electric bills by about $165 million for small businesses and $79 million for
individuals.”3® And states like Texas with relatively cheap electricity costs are experiencing an
influx of cryptomining companies, raising concerns about the state’s unreliable electricity market
and the potential for cryptomining to add to the stress on the state’s power grid.3*

In fact, last month, as Texans were facing both extreme heat and more than 70 percent increases
in their electric bills,® Riot, a cryptomining company, announced that the Electric Reliability
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Council of Texas (ERCOT) had granted it $9.5 million in energy credits in exchange for an
11,717 megawatt hour curtailment of its energy consumption.®*® The amount of energy that Riot
curtailed alone is “enough to power 13,121 average homes for one month.”3’ Riot and other
cryptomining companies are effectively holding Americans’ energy hostage, contributing to
higher energy costs and using taxpayer-funded credits to offset their own mining costs.

Despite these adverse impacts from cryptomining, state and federal regulators currently know
little about the scope of the problem. There is no national or state reporting requirement or
compilation of the locations of cryptomining facilities in the United States, and no federal
regulations specifically govern cryptomining. Consequently, policymakers and the public do not
have a comprehensive source of information about where these operations are located, how much
energy they consume, and what their sources of energy are — and without the energy use and
source reporting, there is a subsequent lack of data regarding the associated air emissions of
pollutants or carbon dioxide.

To address this concern, | wrote to a large cryptomining operator, and later led colleagues in
writing to six more of the largest cryptomining operations in the U.S., seeking information about
the locations of their facilities, their energy sources, energy consumption data, and the climate
impacts associated with their mining operations.3 Their responses revealed that they were
equipped to “tap as much as 1,045 megawatts of power, or enough electricity to power all the
residences in a city the size of Houston, the nation’s fourth-largest city with 2.3 million
residents.”®® “[T]his limited data alone reveal[s] that cryptominers are large energy users that
account for a significant — and rapidly growing — amount of carbon emissions.”*° We provided
our findings to Energy Secretary Granholm and Environmental Protection Agency Administrator
Regan, asking that their agencies work together to require cryptominers to report their emissions
and energy use.*

Action is Necessary

As Treasury Secretary, you have made “forcefully addressing the treat of climate change” one of

heres-what-you-can-do/.
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the Department’s central priorities.*? Last year, you took the historic step of naming Treasury’s
first Climate Counselor and expressed your intention to “ensure that Treasury is doing
everything it can to respond to climate change.”*® Cryptomining is a climate-related risk to
households, businesses, and the financial sector, and I urge you to continue your leadership in
addressing the climate crisis by taking swift steps to investigate the extent of and limit the
environmental harm caused by cryptomining.

Crypto Poses Potential Threats to Financial Stability
Systemic Risks

In its 2021 Annual Report to Congress, the Office of Financial Research noted that “increased
trading of contracts tied to crypto assets on highly interconnected exchanges may raise contagion
risk. Risks are heightened to the extent that these new instruments do not fit into existing
regulatory frameworks. Increased provision of regulatory data is essential for effective risk
monitoring.”** Several regulators have since found that the proliferation of crypto-assets could
pose systemic risks to financial stability and the economy. Last month, the Federal Reserve
issued guidance that stressed “certain types of crypto-assets, such as stablecoins, if adopted at
large scale, could also pose risks to financial stability including potentially through destabilizing
runs and disruptions in the payment systems.”*® During a February 2022 BHUA Committee
hearing, Under Secretary for Domestic Finance Liang agreed with me that ‘stablecoins’ pose the
threat “of becoming a systemic risk.”*® We must act to mitigate any and all threats to our
financial stability, including threats posed by crypto.

Contagion

Over the past few months, some of the largest institutional players in the crypto ecosystem have
suffered catastrophic losses. Since a market high in November 2021, the market has seen about a
$2 trillion loss in value, which itself has triggered the collapse of several major crypto lenders
and firms.*” In May 2022, two of the three largest stablecoins — cryptocurrencies intended to
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maintain a set value through a peg to another cryptocurrency, fiat currency, or other exchange-
traded commodities — failed to maintain their pegs.*® The collapse of Terra, an algorithmic
stablecoin that was supposed to be pegged to the U.S. dollar, ended “with a bank run that made
$40 billion of tokens virtually worthless.”*® In July 2022, crypto “banks” Celsius and VVoyager
filed for bankruptcy after crypto hedge fund Three Arrows Capital defaulted on its loans to those
banks and itself filed for bankruptcy.>°

As Fortune put it, “[w]hen the stablecoin known as TerraUSD—once one of the 10 most
valuable cryptocurrencies—Ilost its $1 peg in May, the coin and its sister cryptocurrency Luna
entered a death spiral that wiped out $60 billion of combined market value. By June, the collapse
spawned a contagion as companies that had borrowed to the hilt during the bull market rushed to
shore up their balance sheet. Many could not.”®! In December 2021, | raised my concerns about
‘stablecoins’ during a BHUA Committee hearing.%? During that hearing, | noted, “[w]e know
that stablecoins are not always stable. In fact, it’s worse than that. In troubled economic times
people are most likely to cash out of risky financial products and move into real dollars.
Stablecoins will take a nosedive precisely when people most need stability, and that run-on-the-
bank mentality could ultimately crash our whole economy.”*? Indeed, even the term *stablecoin’
IS a misnomer — the very mechanisms for said stability remains under intense scrutiny. A number
of companies offering ‘stablecoins’ have claimed their tokens are backed by U.S. dollars when
they are not.>* In other words, these crypto companies lied.> Without a robust disclosure regime,
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these companies can continue to lie to mom-and-pop investors, people whose entire savings are
on the line.

As my colleagues and | stressed in a letter we sent to Acting Comptroller Hsu last month,
stronger protections are needed to mitigate the risks crypto poses to the financial system and to
consumers.®® We asked that Acting Comptroller Hsu withdraw OCC Interpretive Letters 1170,
1172, 1174, and 1179 — the last of which has “helped make it easier for traditional financial
institutions to get into crypto” and which “the industry widely praised as one that could help
mainstream adoption of crypto.”®” We also asked that Acting Comptroller Hsu coordinate with
the Federal Reserve and the Federal Deposit Insurance Corporation (FDIC) to develop a
comprehensive approach that adequately protects consumers and the safety and soundness of the
banking system. I urge you to use the tools at your disposal as FSOC Chair to lead the
coordinated effort required to contain the systemic risks posed by crypto. As finance Professor
Hilary J. Allen argues, “if DeFi is permitted to develop without any regulatory intervention, it
will magnify the tendencies towards heightened leverage, rigidity, and runs that characterized”
the financial activities that led to the Financial Crisis.>®

Extreme Concentration and Centralization

In the wake of the crypto crash, Sam Bankman-Fried, billionaire co-founder of the crypto
exchange FTX and the trading firm Alameda Research, has “begun to step into the carnage to
scoop up distressed assets or lend money to troubled businesses.”*® FTX extended struggling
crypto lender BlockFi a $400 million credit line and secured the option to acquire the company
for as little as $15 million.®° In June, FTX acquired Bitvo, a Canadian exchange, ! while,
Bloomberg reported that the FTX was “seeking a path to buy Robinhood,”%? in which Bankman-
Fried already has a 7.6% stake.%® Last month, Voyager’s bankruptcy filings revealed that
Alameda Research, the company’s largest shareholder, “provided a $500 million bailout to

%6 |_etter from Senators Warren, Durbin, Whitehouse, and Sanders to Acting Comptroller of the Currency Hsu,
August 10, 2022,

https://www.warren.senate.gov/imo/media/doc/2022.08.10%20L etter%20t0%200CC%20re%20crypto%20guidance
pdf

57 CoinDesk, “Banks Won’t Rush to Hold Crypto — But OCC’s Regulatory Approval Makes It Harder to Ignore,”
Nikhilesh De and lan Allison, July 24, 2020, https://www.coindesk.com/policy/2020/07/24/banks-wont-rush-to-
hold-crypto-but-occs-regulatory-approval-makes-it-harder-to-ignore/.

%8 William and Mary Law Review, “DeFi: Shadow Banking 2.0?,” Hilary J. Allen, February 25, 2022,
https://papers.ssrn.com/sol3/papers.cfm?abstract id=4038788.

% Fortune, “The crypto crash resembles the Panic of 1907, with Sam Bankman-Fried in the role of J. P. Morgan,”
Alex Tapscott, June 28, 2022, https://fortune.com/2022/06/28/crypto-crash-sam-bankman-fried-ftx-panic-of-1907/.
80 Coindesk, “FTX Could Buy BlockFi for Only $15M — or a Lot More If Crypto Lender Hits Big Goals,” Tracy
Wang, August 22, 2022, https://www.coindesk.com/business/2022/08/22/ftx-could-buy-blockfi-for-only-15m-or-a-
lot-more-if-crypto-lender-hits-big-goals/.

61 CoinDesk, “FTX Agrees to Acquire Canadian Trading Platform Bitvo as It Eyes Regional Expansion,” Oliver
Knight, June 17, 2022, https://www.coindesk.com/business/2022/06/17/ftx-agrees-to-acquire-canadian-trading-
platform-bitvo-as-it-eyes-regional-expansion/.

52 Bloomberg, “Bankman-Fried’s FTX Is Seeking a Path to Buy Robinhood,” Annie Massa, Matthew Monks, and
Katie Roof, June 27, 2022, https://www.bloomberg.com/news/articles/2022-06-27/bankman-fried-s-ftx-said-to-be-
seeking-path-for-robinhood-deal#xj4y7vzkg.

83 CoinDesk, “FTX CEO Sam Bankman-Fried Buys 7.6% Stake in Robinhood,” Danny Nelson, May 12, 2022,
https://www.coindesk.com/business/2022/05/12/ftx-ceo-sam-bankman-fried-buys-56m-position-in-robinhood/.
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Voyager in late June,” even as it “owed the company over $370 million.”%* “[A] few weeks after
Voyager’s bankruptcy filing, FTX and Alameda jointly moved in as a potential bidder for
Voyager’s customer accounts, with Bankman-Fried saying his priority was to offer them
liquidity.”®® As The Wall Street Journal headlined, “In Voyager Bankruptcy, Crypto Trading
Firm Alameda Is Creditor, Shareholder and Borrower.”

FTX is just one example, but concentration plagues much of the crypto market. According to a
study conducted by finance professors at MIT and the London School of Economics,
“approximately 0.01% of bitcoin holders control 27% of the 19 million bitcoin in circulation.”®’
The professors argue that “[t]he ramifications of that centralization are mainly twofold... First, it
makes the entire bitcoin network more susceptible to systemic risk. Second, it means the
majority of the gains from the rising price and increased adoption go to a disproportionately
small group of investors.”%®

Action is Necessary

FSOC is responsible for identifying and responding to emerging risks to financial stability. As |
wrote to you in July 2021,%° | am pleased to see that the Council has begun devoting more
attention to this critical issue.” I urge FSOC to act with urgency and use its statutory authority to
address cryptocurrencies’ risks and ensure the safety and stability of our financial system.

Crypto Market Fundamentally Lacks Protections for Consumers and Investors
Predatory Tactics and Advertising
The crypto industry has argued that crypto presents a path to greater financial inclusion,
particularly for consumers whom have been locked out of or distrust the traditional financial

system. But evidence continues to surface indicating that the same old players — billionaires and
Wall Street — are emerging on top from a crumbling market.’* Even as the crypto crash has

8 CNBC, “Sam Bankman-Fried’s crypto firms had deep ties to VVoyager Digital and its bankruptcy wipeout,”
MacKenzie Sigalos, August 9, 2022, https://www.cnbc.com/2022/08/09/sam-bankman-frieds-alameda-voyager-
digital-spar-in-bankruptcy-court.html.

8 Id.

% The Wall Street Journal, “In Voyager Bankruptcy, Crypto Trading Firm Alameda Is Creditor, Shareholder and
Borrower,” Vicky Ge Huang and Alexander Osipovich, July 7, 2022, https://www.wsj.com/articles/in-voyager-
bankruptcy-crypto-trading-firm-alameda-is-creditor-shareholder-and-borrower-11657186200.

57 The Wall Street Journal, “Bitcoin’s ‘One Percent’ Controls Lion’s Share of the Cryptocurrency’s Wealth,” Paul
Vigna, December 20, 2021, https://www.wsj.com/articles/bitcoins-one-percent-controls-lions-share-of-the-
cryptocurrencys-wealth-11639996204.

% The Wall Street Journal, “Bitcoin’s ‘One Percent’ Controls Lion’s Share of the Cryptocurrency’s Wealth,” Paul
Vigna, December 20, 2021, https://www.wsj.com/articles/bitcoins-one-percent-controls-lions-share-of-the-
cryptocurrencys-wealth-11639996204.

89 |_etter from Senator Warren to Treasury Secretary Yellen, July 26, 2021,
https://www.warren.senate.gov/imo/media/doc/FSOC%20Crypto%20L etter%2007.26.2021.pdf.

0 Financial Stability Oversight Council, “Minutes of the Financial Stability Oversight Council,” June 11, 2021,
https://home.treasury.gov/system/files/261/FSOC_Minutes_6-11-21 1.pdf; Financial Stability Oversight Council,
“Minutes of the Financial Stability Oversight Council,” March 31, 2021,
https://home.treasury.gov/system/files/261/FSOC_Minutes 6-11-21.pdf.

L The New York Times, “Crypto Crash Widens a Divide: ‘Those With Money Will End Up Being Fine,”” David
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vaporized the savings of countless retail investors, wealthy investors and executives have
remained “relatively unscathed.”’? This pattern, in which “a small group of industry titans
accumulated immense wealth as prices spiked” while retail investors were left “vulnerable to a
crash,” is reflective of the unequal playing field that defines much of the larger financial
system.” As one retail investor told The New York Times, “The smaller people get taken
advantage of.”"*

But the crypto market doesn’t just reflect the larger economy’s inequalities — it exacerbates them.
Scholars have drawn persuasive parallels between the emergent so-called decentralized finance,
or ‘DeFi’, ecosystem and the financial activities that led to the 2008 Financial Crisis.” In the
years leading up to the Crisis, predatory lenders targeted Black and Brown communities,
aggressively pushing subprime loans. “Banks that once ignored minority communities were
targeting them now to make money.”’® Banks turned around and sold, or securitized, those loans
and, “[w]hen bad times came, in the form of a nationwide foreclosure crisis, ‘the mortgage
securitization pipeline lit and spread the flame of contagion and crisis’’” — a crisis that has had a
disproportionate and long-lasting impact on communities of color.”

Today, we are seeing crypto companies target communities of color and people for whom the
traditional financial system has been inaccessible. In an ad for Coin Cloud, “a company that
offers ATMs for cryptocurrencies,” filmmaker Spike Lee celebrates digital currency, saying
“new money is positive. Inclusive. Fluid. Strong. Culturally rich. Where status is anything but
status quo.”’® Lee is among countless celebrities — including Matt Damon, Tom Brady, Naomi
Osaka, Mike Tyson, and Mark Cuban — who have publicly touted digital assets.?® Retail
investors who followed these celebrities’ lead and invested in the assets they promoted have
likely experienced losses. As Bloomberg reports, Bitcoin “has dropped more than 60%” since
Damon’s ad aired and a token that Cuban blogged about “subsequently tumbled 99%.”8! Some —
like Justin Bieber and Reese Witherspoon — have promoted NFTs on social media without
disclosing to followers their relationship to the NFT companies in those promotional posts.®2

Yaffe-Bellany, June 29, 2022, https://www.nytimes.com/2022/06/29/technology/crypto-crash-divide.html.
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s William and Mary Law Review, “DeFi: Shadow Banking 2.0?,” Hilary J. Allen, February 25, 2022,
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8 The American Prospect, “Staggering Loss of Black Wealth Due to Subprime Scandal Continues Unabated,”
October 13, 2014, https://prospect.org/justice/staggering-loss-black-wealth-due-subprime-scandal-continues-
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% Vice, “Spike Lee Made an Ad for Cryptocurrency ATMs and It’s Bizarre,” Edward Ongweso Jr., July 15, 2021,
https://www.vice.com/en/article/dyvwkk/spike-lee-made-an-ad-for-cryptocurrency-atms-and-its-bizarre.

8 Bloomberg, “The Disastrous Record of Celebrity Crypto Endorsements,” Immanual John Milton, August 1, 2022,
https://www.bloomberg.com/features/2022-crypto-celebrity-endorsements/.

8l Id.

8 Truth in Advertising, “TINA.org Sends Notification Letters to Celebrities Promoting NFTs,” August 8, 2022,
https://truthinadvertising.org/articles/tina-org-sends-letters-to-celebrities-promoting-nfts/.
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Witherspoon tweeted about the World of Women NFT Collective in March — since then, “the
average price for World of Women NFTs has slumped more than 75%.”8

As Acting Comptroller Hsu has noted, the crypto economy is dependent on hype: “Hype is
needed to generate the interest and investment that are the key to creating the “‘flywheel’ of
growth that crypto projects seem to need to get off the ground.”8* Celebrities and other
influencers have played a key role in generating the kind of hype needed to push retail investors
towards digital currencies and crypto-related financial products. Just as often, crypto companies
have made fraudulent claims in order to promote their products.

Section 120 of the Dodd-Frank Wall Street Reform and Consumer Protection Act gives FSOC
the ability to “provide for more stringent regulation of a financial activity by issuing
recommendations to the primary financial regulatory agencies” when the “conduct, scope,
nature, size, scale, concentration, or interconnectedness of such activity or practice could create
or increase the risk of significant liquidity, credit, or other problems spreading among bank
holding companies and nonbank financial companies, financial markets of the United States, or
low-income, minority, or underserved communities.”8® As FSOC Chair, you can act to protect
vulnerable investors and the larger financial system from the kind of systemic threats that led to
the 2008 Financial Crisis.

Fraudulent Claims

In the months before it filed for bankruptcy, Voyager, the crypto “bank,” “made various
statements indicating that VVoyager itself was FDIC-insured, that customers who invested in its
cryptocurrency platform would have their funds insured, and that the FDIC would insure
customers against the failure of Voyager itself.”% As I noted during a BHUA Committee hearing
in July 2022, that was a lie from the start.®’

In July, the Federal Reserve and the FDIC wrote to VVoyager, that, “based on information
gathered to date, it appears that these representations likely misled and were relied upon by
customers who placed their funds with VVoyager and do not have immediate access to their
funds.”®® Last month, FDIC issued five cease-and-desist letters, including one to FTX US, for

8 Bloomberg, “The Disastrous Record of Celebrity Crypto Endorsements,” Immanual John Milton, August 1, 2022,
https://www.bloomberg.com/features/2022-crypto-celebrity-endorsements/.

8 Office of the Comptroller of the Currency, “Acting Comptroller Michael J. Hsu Remarks at the DC Blockchain
Summit 2022 “Crypto: A Call to Reset and Recalibrate,” May 2022, https://www.occ.treas.gov/news-
issuances/speeches/2022/pub-speech-2022-60.pdf.

8 Dodd-Frank Wall Street Reform and Consumer Protection Act, Public Law 111-203.

8 Reuters, “U.S. regulators order VVoyager Digital to stop ‘false and misleading” deposit insurance claims,” Pete
Schroeder, July 28, 2022, https://www.reuters.com/business/finance/us-requlators-order-voyager-digital-stop-false-
misleading-deposit-insurance-2022-07-28/.

87 Senator Elizabeth Warren “At Hearing, Warren Calls out Giant Wall Street Firms’ Profiteering from Crypto
Scams,” press release, July 28, 2022, https://www.warren.senate.gov/newsroom/press-releases/at-hearing-warren-
calls-out-giant-wall-street-firms-profiteering-from-crypto-scams.

8 Board of Governors of the Federal Reserve System and Federal Deposit Insurance Corporation, “FDIC and
Federal Reserve Board issue letter demanding VVoyager Digital cease and desist from making false or misleading
representations of deposit insurance status,” press release, July 28, 2022,
https://www.federalreserve.gov/newsevents/pressreleases/bcreg20220728a.htm.
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making false and misleading statements suggesting that their products were FDIC-insured.®°

Crypto companies are falsely telling mom-and-pop investors that their products, like direct
deposits and investment tools, were protected by FDIC insurance — or, as in the case of Celsius,
that their products were “safer than a bank.”% At the same time, companies like Voyager and
Celsius have been commingling — a notoriously risky banking practice — customer funds with
their own assets or with those of other customers, meaning that “customers cannot make a claim
to their crypto.”®! While companies use commingling to decrease “the probability of a shortfall,”
it “increases the severity of the losses if” a company goes bust.®> And when companies like
Voyager and Celsius file for bankruptcy, the repayment of institutional investors is prioritized
over the repayment of the retail investors those companies lied to.

The recent letters issued by the Federal Reserve and FDIC are an important step in preventing
crypto companies from lying to their customers, but more must be done to protect consumers
from unscrupulous crypto executives.®®

Peddling Junk Assets and Products

Even crypto advocates have admitted that crypto products function like Ponzi schemes, leading
to concerns about the prospect of hard-working Americans losing their money to crypto schemes
and crashes. That’s why colleagues and I wrote a letter to the CEO of Fidelity in May inquiring
about her company’s decision to add Bitcoin to its 401(k) investment plan menu and the steps
Fidelity will take to address the significant risks of fraud, theft, and loss posed by digital assets.®
In March, the Department of Labor issued a release expressing “serious concerns regarding the
prudence of a fiduciary’s decision to expose 401(k) plan’s participants to direct investments in
cryptocurrencies.”®® Fidelity’s actions, which seem to conflict with the Department’s views on

8 CoinDesk, “FDIC Orders Crypto Exchange FTX US, 4 Others to Cease ‘Misleading’ Claims,” Nikhilesh De,
August 19, 2022, https://www.coindesk.com/policy/2022/08/19/fdic-orders-ftx-us-4-other-companies-to-cease-and-
desist-misleading-consumers/.

% The Dallas Morning News, “Firefighter has retirement funds locked up in bankrupt crypto lender,” Freddy
Brewster, August 18, 2022, https://www.dallasnews.com/business/personal-finance/2022/08/18/firefighter-has-
retirement-funds-locked-up-in-bankrupt-crypto-lender/.

%1 JD Supra, “Vulnerability of Customers’ Crypto in Bankruptcy; Is Help on the Way?,” Greenberg Glusker LLP
and Jonathan Shenson, August 22, 2022, https://www.jdsupra.com/legalnews/vulnerability-of-customers-crypto-in-
9514811/.
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https://www.forbes.com/sites/caitlinlong/2018/08/13/the-r-and-c-words-enter-the-vocabulary-of-bitcoin-
enthusiasts/?sh=43ad4b1068f3.
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% Bloomberg, “Sam Bankman-Fried Described Yield Farming and Left Matt Levin Stunned,” Tracy Alloway and
Joe Weisenthal, April 25, 2022, https://www.bloomberg.com/news/articles/2022-04-25/sam-bankman-fried-
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the appropriateness of offering access to crypto in retirement accounts, raise serious concerns
about workers’ retirement savings, and about conflicts of interest which stem from the fact that
Fidelity itself has been mining cryptocurrency since 2015 and may stand to gain from directing
workers’ retirement funds towards bitcoin investments.®’

Fidelity, whose retail customers can access Coinbase directly from their Fidelity accounts, is not
the only institution creating more channels between its consumers and riskier digital asset
investments.®® Coinbase, where an employee was recently arrested for insider trading and
charged with securities fraud, routinely “promotes exceedingly volatile currencies to customers,
who buy in and see the prices of their new investments fall as the creators of these tokens sell
them off.”*° One Bloomberg reporter wrote, “it’s hard to see how pushing what amounts to the
digital equliséalent of penny stocks on unsophisticated investors has anything to do with economic
freedom.”

But companies like Coinbase are engaging in deceptive practices that rob retail investors of the
ability to make informed decisions about their money. Earlier this year, as “Bitcoin, Ethereum,
and other currencies lost dozens of percent worth of value in the thousands and tens of thousands
of dollars,” Coinbase stopped sending email notifications of price changes to its users and did not
notify users that it would halt those notifications. ! In June, over 2,000 investors filed a class-
action lawsuit against Binance.US, alleging that the company “marketed Terra’s dollar based
UST as more stable than it actually was.”'% In April, a group of Coinbase’s shareholders filed a
class action lawsuit “alleging that the registration statement and prospectus used to effectuate the
Company’s Offering were false and misleading,” and that “the positive statements about the
Company’s business, operations and prospects were materially misleading and/or lacked a
reasonable basis.”*%® When crypto promoters encourage their followers to ‘do their own
research,” the companies they promote are circulating misinformation to investors, stockholders,
and the public.
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100 [d
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103 News Release on Global Newswire, “Lifshitz Law Firm, P.C. Announces Investigations of Cassava Sciences,
Inc. (NASDAQCM: SAVA), Coinbase Global, Inc. (NASDAQGS: COIN), HyreCar, Inc. (NASDAQCM:HYRE),
and Longeveron Inc. (NASDAQCM: LGVN),” Lifshitz Law Firm, P.C., April 13, 2022,
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This misinformation is not spreading in a vacuum. When crypto executives lie to their investors
and customers, they ruin lives. When the stablecoin TerraUSD lost its peg, many were driven to
the brink. Some took their own lives. Reddit-users shared the National Suicide Prevention Line
as stories of losses flooded social media platforms.%* As part of Celsius’ bankruptcy
proceedings, the company’s depositors have sent letters asking that the presiding judge
investigate the company’s balance sheet and make retail investors whole.'% One such letter
reads:

I am a New Hampshire State resident and Celsius customer with my life savings
on their platform. I am writing to inform you that | believe fraud has been
committed by the Celsius Management Team. Upon the halt of customer’s
withdrawals and subsequent bankruptcy proceedings, it is now clear that Celsius’s
customers were repeatedly lied to in order to persuade us to deposit our money
onto their platform... Their front to the community of safety and security while
simultaneously gambling away our life savings, retirements and pensions is a
shocking and scandalous travesty.

Conclusion

The crypto ecosystem has the capacity to undermine our national security, worsen the
climate crisis, harm consumers and retail investors, and threaten overall economic
stability — all while lining billionaires’ pockets. I urge you to utilize every tool at your
disposal, including FSOC’s statutory authorities, to protect consumers and investors, our
economic and national security, and our environment.

Thank you for your attention to this important matter.
Sincerely,
Unjted States Senator
Elizabeth Warren

104 CNN Business, “Stablecoins were supposed to be ‘stable.” Then the crash came,” Jon Sarlin, May 17, 2022,
https://www.cnn.com/2022/05/17/investing/luna-terra-losses-crypto-traders/index.html.

105 Court Docket for Case Number 22-10964 (MG), Southern District of New York, In re: Celsius Network LLC, et.
al., https://cases.stretto.com/public/x191/11749/PLEADINGS/1174907142280000000053.pdf.

106 |_etter from Aaron Smith to Judge Martin Glenn, Case Number 22-10964, Docket No. 574, Entered 8/22/22,
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predecessor’s policies.” Yet, despite these efforts, we are concerned that the OCC has failed to
properly address the shortcomings of the preceding interpretive letters and the risks associated
with crypto-related banking activities, which have grown more severe in recent months.

Cryptocurrencies are highly volatile assets that offer few, if any, protections to retail investors.
The crypto market has plunged over the last several months, astonishingly erasing about $2
trillion in value since its high in November 2021 and triggering the collapse of several major
crypto lenders and firms.® In May 2022, two of the three largest stablecoins — cryptocurrencies
intended to maintain a set value through a peg to another cryptocurrency, fiat currency or other
exchange-traded commodities — failed to maintain their pegs, with the collapse of Terra, an
algorithmic stablecoin that was supposed to be pegged to the U.S. dollar, “end[ing] with a bank
run that made $40 billion of tokens virtually worthless.”” And in July 2022, crypto “banks”
Celsius and Voyager and crypto hedge fund Three Arrows Capital filed for bankruptcy
protection.® While you declared that “there has been no contagion from cryptocurrencies to
traditional banking and finance” during this recent market turmoil,’ it is clear that stronger
protections are necessary to mitigate crypto’s risks to the financial system and consumers.

This is why we are concerned that Interpretive Letter 1179 maintains that each of the crypto
activities specified in the preceding letters are “legally permissible,”'® generally affirming, rather
than rescinding, the crypto interpretive letters issued under your predecessor — letters that
“helped make it easier for traditional financial institutions to get into crypto™'' and “that the

* Banking Dive, “OCC will revisit crypto charters, interpretive letters, acting chief says,” Anna Hrushka, June 3,
2021, https://www.bankingdive.com/news/occ-will-revisit-crypto-charters-interpretive-letters-acting-chief-says/
601228/
¢ Newsweek, “Cryptocurrencies Lose $2 Trillion in Value Since 2021 Peak,” Rob Minto, June 13, 2022,
https://www.newsweek.com/cryptocurrencies-lose-trillion-value-since-peak-1715207; Wall Street Journal, “Market
Rout Shows Dangers of Margin Lending, Crypto Style,” Justin Baer and Orla McCaffery, July 20, 2022,
https://www.wsj.com/articles/market-rout-shows-dangers-of-margin-lending-crypto-style-11658334507?
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May 12, 2022, https:/www.bloomberg.com/news/articles/2022-05-12/tether-moves-to-reassure-market-after-
biggest-stablecoin-slips; Bloomberg, “A $2 Trillion Free-Fall Rattles Crypto to the Core,” Emily Nicolle and Olga
Kharif, June 26, 2022, https://www.bloomberg.com/news/articles/2022-06-26/crypto-winter-why-this-bitcoin-bear-
market-is-different-from-the-past.
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1658334507‘7m0d—markets lead pos6; Wall Street Joumal= “They Thought ‘Crypto Banks Were Safe, and Then
Came the Crash,” Rachel Louise Ensign and Angel Au-Yeung, July 23, 2022, https://www.wsj.com/articles/they-
thought-crypto-banks-were-safe-and-then-came-the-crash-11658568780.
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1% Office of the Comptroller of the Currency, “Interpretive Letter #1179,” November 18, 2021,

https://www.occ.gov/topics/charters-and-licensing/interpretations-and-actions/2021/int1179.pdf.
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industry widely praised as one that could help mainstream adoption of crypto.”'? This is despite
your previously stated concerns “that these initiatives were not done in full coordination with all
stakeholders” or as “part of a broader strategy related to the regulatory perimeter.”"?

The inclusion of a grandfather clause in Interpretive Letter 1179 also raises concerns. According
to this clause, “[b]anks already engaged in cryptocurrency, distributed ledger, or stablecoin
activities as of the date of publication of this letter do not need to obtain supervisory non-
objection,”'* meaning that banks that engaged in crypto-related activities prior to the letter’s
issuance can avoid putting in place proper risk management controls and systems. Instead, the
OCC merely “expects that a bank that has commenced such activity will have provided notice to
its supervisory office.”"?

Given the risks posed by cryptocurrencies to banks and their customers, we request that you
withdraw OCC Interpretive Letters 1170, 1172, 1174, and 1179 and coordinate with the Federal
Reserve and the Federal Deposit Insurance Corporation to develop a comprehensive approach
that adequately protects consumers and the safety and soundness of the banking system.

Additionally, in order to better understand banks’ exposure to the crypto market, please provide
responses to the following by August 24, 2022:

1. Since the issuance of Interpretive Letter 1179 in November 2021, which banks have
obtained OCC permission to engage in the crypto-related activities specified under
Interpretive Letters 1170, 1172, and 1174? As part of your response, please provide
the following information.

a. Specify the activities each bank has been approved to engage in under your
guidance and the estimated dollar volume of their activities.
b. Has the OCC denied any banks’ request to engage in crypto-related activities?

2. In total, please specify the number and names of banks regulated by the OCC which
are currently engaged in the following activities:

Providing cryptocurrency custody services.

Holding dollar deposits serving as reserves backing stablecoins.

Acting as nodes to verify customer payments.

Facilitating stablecoin payment transactions.

fo o

3. In connection with the banks listed in question number two, please specify which
engaged in the following activities prior to the issuance of Interpretive Letter 1179:
a. Providing cryptocurrency custody services.
b. Holding dollar deposits serving as reserves backing stablecoins.

2 Coinbase, “Banks Won’t Rush to Hold Crypto — But OCC’s Regulatory Approval Makes It Harder to Ignore,”
Nikhilesh De and Ian Allison, July 24, 2020, https://www.coindesk.com/policy/2020/07/24/banks-wont-rush-to-
hold-crypto-but-occs-regulatory-approval-makes-it-harder-to-ignore/.

'3 Written testimony of Michael J. Hsu to the U.S. House of Representatives Committee on Financial Services, May

19, 2021, https://financialservices.house.gov/uploadedfiles/hhrg-117-ba00-wstate-hsum-20210519.pdf.
" Office of the Comptroller of the Currency, “Interpretive Letter #1179,” November 18, 2021,

https://www.occ.gov/topics/charters-and-licensing/interpretations-and-actions/2021/int1179.pdf.
B Id.
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c. Acting as nodes to verify customer payments.
d. Facilitating stablecoin payment transactions.

4. For each OCC-regulated bank engaged in crypto-related activities, please specify the
estimated total dollar volume of the following activities:
a. Providing cryptocurrency custody services.
b. Holding dollar deposits serving as reserves backing stablecoins.
c. Acting as nodes to verify customer payments.
d. Facilitating stablecoin payment transactions.

5. Are banks regulated by the OCC engaging in other crypto-related activities, such as
lending crypto assets or trading crypto assets or derivatives? If so, please specify the
bank(s), the activities they are engaging in, and the estimated dollar volume of each

activity.

Thank you for your prompt attention to this request.

Yottt

Elizhbeth Warren
United States Senator

e

Sheldon Whitehouse
United States Senator

Sincerely,

Qo Duidor

Richard J. Durbin
United States Senator

% W//m

Bernard Sanders
United States Senator
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Gary Gensler

Chairman

U.S. Securities and Exchange Commission (SEC)
100 F Street NE

Washington, DC 20549

Dear Chairman Gensler,

I write to request information regarding the Security and Exchange Commission’s (SEC’s)
authority to properly regulate cryptocurrency exchanges and to determine if Congress needs to
act to ensure that the SEC has the proper authority to close existing gaps in regulation that leave
investors and consumers vulnerable to dangers in this highly opaque and volatile market.

Cryptocurrency exchanges are platforms where individuals buy and sell cryptocurrencies.! These
exchanges vary in the type of cryptocurrencies they allow individuals to trade, the fees charged
to consumers for using the platform, the disclosures they provide, and whether or not the
exchange simultaneously keeps crypto assets in custody. As demand for cryptocurrencies has
grown in recent years, the amount of trading activity on cryptocurrency exchanges has also
grown, particularly amongst the largest exchanges.? The volume of trading on Coinbase, the
largest cryptocurrency exchange in the United States, grew from $30 billion in the first quarter of
2020 to $335 billion in the first quarter of 2021, a more than 10-fold increase.® Moreover,
Coinbase recently became the first major cryptocurrency company to list its shares on a U.S.
stock exchange when it began trading on the Nasdag in April 2021 — giving “mainstream
investors who may be wary of directly buying risky digital securities the ability to own stock in a
Securities and Exchange Commission-approved business that facilitates the transactions.”*

! Congressional Research Service, “Digital Assets and SEC Regulation,” Eva Su, January 30, 2020,
https://www.crs.gov/Reports/R46208?source=search&guid=9da4d9162360473c967131c5f8e5c87b&index=0#_Toc
31292659.

2 Forbes, “Crypto Exchanges And Bitcoin Are Poised For Massive Growth By 2030,” Leeor Shimron, June 20,
2020, https://www.forbes.com/sites/leeorshimron/2020/06/20/crypto-exchanges-and-bitcoin-are-poised-for-massive-
growth-by-2030/?sh=12049da73f83; Yahoo Finance, Big Three Crypto Exchanges Handle 77% Of Global Trading
Volume, Says New BDC Consulting Study, BTC Peers, April 24, 2021, https://finance.yahoo.com/news/big-three-
crypto-exchanges-handle-171755919.html.

3 Coinbase, Letter to Shareholders, First Quarter 2021 Earnings, May 13, 2021,
https://s27.q4cdn.com/397450999/files/doc_financials/2021/g1/Q1'21-COIN-Shareholder-Letter.pdf.

4 New York Times, “Coinbase’s Public Listing is a Cryptocurrency Coming-Out Party,” Erin Griffith, April 14,
2021, https://www.nytimes.com/2021/04/14/business/coinbase-ipo-stock.html; Coindesk, “Coinbase Direct Listing
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in the cryptocurrency market could spread throughout the financial sector. Some examples of this
exposure include:

- Exposure to Hedge Funds and Other Investment Vehicles that Lack Transparency:
Hedge funds are “aggressively increasing exposure to blockchain technologies and
cryptocurrency,” with a recent survey of “hedge funds managing an average of [$]7.2
billion show[ing] that North American funds expect to have a 10.6% average exposure to
cryptocurrency by 2026.”° According to another survey, 27% of institutional investors in
the United States — including hedge funds, pension funds, and family offices — held
crypto assets in 2020, up from 22% in the previous year.® At the same time as their
participation in this market increases, the lack of standardized data reporting
requirements makes the exact extent of hedge funds and other institutional investors’
exposure to this market a “blind spot for regulators and banks acting as prime brokers to
these funds.””

- Risk to Banks: As the Bank of International Settlements has noted, “the growth of
crypto-assets and related services has the potential to raise financial stability concerns
and increase risks faced by banks.”® Some cryptocurrencies are highly volatile, which
presents liquidity, credit, market, and operational risks for banks.® These risks may be
further amplified if cryptocurrency companies are able to gain banking charters without
being required to abide by the same safety and soundness regulations to which traditional
banks are subject.°

- Unique Threats Posed by Stablecoins: Stablecoins are a particular type of
cryptocurrency pegged to the value of one or multiple assets. Because of the
interconnectedness of a potential global stablecoin network, a “poorly designed and
unregulated” 1! stablecoin initiative could pose risks to financial stability, particularly in
the event there is a run “where many holders attempt to liquidate their stablecoins at the
same time...with potentially severe consequences for domestic or international economic
activity, asset prices, or financial stability.”?

“Forbes, “Hedge Funds Invest in Crypto,” Carrie McCabe, July 21, 2021,
https://www.forbes.com/sites/carriemccabe/2021/07/21/hedge-funds-invest-in-crypto/?sh=5a5558c7570c.

5 Written testimony of Alexis Goldstein to the U.S. House Committee on Financial Services, June 30, 2021,
https://financialservices.house.gov/uploadedfiles/hhrg-117-ba09-wstate-goldsteina-20210630-ul.pdf

% Business Insider, “As many as 36% of large investors own crypto assets, and bitcoin is the most popular, Fidelity
says,” Carmen Reinicke, June 9, 2020, https://markets.businessinsider.com/currencies/news/crypto-assets-bitcoin-
owned-large-investors-institutional-fidelity-survey-percentage-2020-6.

"1d.

8 Bank for International Settlements, “Discussion Paper: Designing a prudential treatment for crypto-assets,” Basel
Committee on Banking Supervision, December 2019, https://www.bis.org/bcbs/publ/d490.pdf.

°1d.

10 Independent Community Bankers of America, “Cryptocurrencies & Digital Dollar,” https://www.icba.org/our-
positions-a-z/payment/payments/cryptocurrencies.

11 Board of Governors of the Federal Reserve System, “Financial Stability Report,” November 2019,
https://www.federalreserve.gov/publications/files/financial-stability-report-20191115.pdf.
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